Spam Filtering
From BMA Enterprises, Inc. (ABA2NET.COM)

In our never ending battle to minimize spam we have implemented a new spam
fighting system. This new system (like our previous spam notification system)
evaluates all email and assigns a score to each message in order to determine
the likelihood of it being spam versus a legitimate email. The new system allows
you to control a number of configuration options to tighten or loosen the spam
thresholds.

Most spam filters set a default value of 5.0 as the threshold for spam. We have
found that a setting of 3.0 may be more appropriate and result in fewer spam
messages arriving in your mailbox. You will need to change the default settings if
you wish to use a different score other than 5.0. This reduced setting, in addition
to creating whitelists of email addresses for whom you wish to accept email, will
greatly reduce the spam you receive (provided you have your configuration set to
quarantine your spam as opposed to simply labeling it). Please read the following
instructions for information on how to access the new spam filter and customize
your spam filter configuration.

1. Open your browser for example Internet Explorer
2. In the address bar type the following web site address
http://spamfilter.aba2net.com

it | spamfiter haznet com| v|Blee ks ¥ @ snagk
Google - A_ ~| |G search ~ 5 Ehsblocked  *¥ check - X Autolink ~ [ed options

Google

Web Images Groups Mews Froogle Local®™  more »

Personalized Home | Sign in

Avvaneed searen
Preferences
Google Search ][ I'm Feeling Lucky Language Tools

Mesw! CS1 and NBA on Gongle ‘ideo Free software with Google Pack

ising Programs - Business Solutions - About Google

&2008 Google

& D Internet



This will take you to the spam filter login screen
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Login using your email address and password

Upon logging in you will be directed to the SFA1 Spam Control Center Welcome
page
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User: dzelenika
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Welcome to the SFA1 SpamControl Center!
Introducing a new way to fight SPAM - SFAL's SpamContral Center

Current protection level: Cache Contents

Custom ou have 25 items in your non-spam cache

Ooff Click here ta help train the filter, or to repart a spam message that was
[Repart/Corfirm] missed.

O Low
4 “ou have 9 items in your spam cache.
O Medium Click here to report it, or to rescus a message that was mistakenly blocked
[Report/Rescug]
OHigh
R . You have O items in your ¥irus cache,
2 3 Click here to delete it, or to rescue a message that was mistakenly hlocked
Use settings screen to manage, or choose a preset level [Delete/Rescue]
abave. 1

You have 0 ftems in your banned-file cache.
Click here to delete it, or to rescue a message that was mistakenly blocked,

Change Level

[Delets/Rescue]

ou have 0 items in your bad-header cache.
Click here to delete it, or to rescue a message that was mistakenly blocked.

Delete allitems

[Delste/Rescus]

0/5PAM items have bean blacked for you 0 Viruses have been blocked for you
3774 Spam items blacked systemwide | 87 Viruses blocked systemwide
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6. The welcome page allows you to review messages marked as HAM (good e-
mail), SPAM and those containing Viruses. Periodically review your messages
marked as SPAM to determine e-mail addresses that need to be added to your
whitelist and help “train” the spam filter to more accurately determine which
messages are spam and which are not.

7. At the top of Welcome page you will also notice six menu options. The arrows in
the following screen shot indicate the menu options.
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Welcome to the SFA1 SpamControl Center! f * f
Introducing a nesw way to fight SPAM - SFAL's SpamControl Center
Current protection level: Cache Contents
Custom ] ou have 25 items in your non-spam cache
Ooff Click here ta help train the filter, or to repart a spam message that was
[Report/Canirm] missed.
Olow
You have 9 items in your spam cache.
O Medium [REDD%RESEUE] Click here to repart it, or to rascue a messags that was mistakenly blacked
OHigh
e /3 ‘fou have O items in your virus cache.
LoD SYeI S arS IS - Click here to delete it, or to rescue a message that was mistakenly blocked
Use settings screen to manage, or choose a preset level [Delete/Rescue]
above. X
T At ‘fau have O items in your banned-file cache.
B0 [DE‘EtE-;RESWE] Click here to delste it, or to rescue a message that was mistakenly blocked.
A\ You have 0 items in your bad-header cache.
[Deletempseue] Stk ere t0 delete it or to rescue 3 message that was mistakenly blacked.
Delete allitems
0/5PAM items have bean blacked for you 0 Viruses have been blocked for you
3774 Spam items blacked systemwide | 87 Viruses blocked systemwide
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Welcome Page — Maia is one of several programs that make up the SFA1 gateway and allows
you to configure your spam settings the way you want them. The Welcome page contains a
quick overview of all the activity Maia has done on your behalf. It also has a simple way to
select various levels of protection for your email account.

We have created custom protection for our customers so the “Current protection level” shown
on the left side of the Welcome page should say “Custom”. You may change the setting if you
like.

A list of all the categories of email Maia scans is also listed, along with how many items are
suspected to be in that category (Ham / Spam / Virus / etc.). This is where you can help fight
against unwanted email. More information about these categories can be found below.

Stats — Your status page displays a statistical summary of the mail that Maia has processed for
you, divided into categories by type. This can be very interesting in seeing just how much of your
total e-mail is Spam.



Mail Filter Settings — Maia allows you to maintain different mail filter settings for each of the
e-mail addresses you have access to at this site. You can consolidate all of these addresses
under one Maia user account to make it easier to manage them all from one interface.

W/B lists — Your whitelist lets you specify that mail coming from specific senders (or entire
domains) should not be spam-checked, and should be delivered to you regardless of its
content. It's a way of making sure that you don't inadvertently block mail from people you know
and trust.

Your blacklist is effectively the opposite of your whitelist — it lets you specify that mail coming
from specific senders (or entire domains) should never be delivered to you, under any
circumstances. Senders on this list will be blocked, regardless of the content of their mail.

Help — Contains a detailed description of the spam control features.

Exit — Logs the user out of the spam control center.

8. At the Welcome page the Cache Contents displays a number of messages where
you will be able to set the rules for handling messages. For example you will
notice 25 items in the non-spam cache. To view these messages select

Report/Confirm.
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Welcome to the SFAL SpamControl Center!
Introducing a new way to fight SPAM - SFA1's SpamContral Centar

Current protection level: Cache Contents
Custom You have 25 items in your non-spam cache
Ooff ﬁ Click here to help train the filter, or to report a spam message that was
[Report/Canfirm] missed.
O Law
You have 9 items in your spam cache
O medium froporeseie] Click hers to report it, or to rescue a message that was mistakenly blocked
O High \
VR . o You have 0 items in your virus cache,
tnlild bl Click here to delete it, or to rescue a message that was mistakenly blocked.
Use settings screen to manage, or choose a preset level [Delete/Rescue]
above. .
Ch = ) You have 0 items in your banned-file cache,
e[ R0 e Click here to delete it, or to rescue a message that was mistakenly blocked.
/\ You have O items in your bad-header cache
[Delata/Rescus] Click here to delete it, or to rescue a message that was mistakenly blocked.
Delete all itemns
0 SPAM itemns have been blocked for you 0 viruses have been blocked for you
3781 Spam items blocked systemwide 89 Viruses blocked systemwide
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9. The un-confirmed messages are displayed in the next screen shot. These messages
are what Maia considered as probable legitimate email or non spam.
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Unconfirmed Non-spam ( 1 - 25 of 25 )

1 Canfirm the Stafus of these Items |
Score Received From To Subject Cspam? @ Non-spam? O Delete
4.8 2006-01-11 08:52:36 bounce-vufgkfeati... dzelenika@bmaente...  Click Now To Receive Your F.., O ® O
4.2 2006-01-11 10:02:33 b.giveawaycentral. dzelenika@bmaente.. Sams Club / Costeo - Offer .. O ® ]
2.2 2006-01-10 20:14:54 sender-10-4290784. dzelenika@bmaente.. Your children's safety is t.. (@] ® Q
1.6 2006-01-10 03:28:21 owner-nolist-0601 dzelenika@bmaente...  Protect your campany's priv.. (] ® Q
1.0 2006-01-09 17:09:26 b.gi ttral... dzelenika@bmaente...  Still using dial-up Interne.., (o] 0] Q
0.4 2006-01-09 12:27:43 ogormanml.ctr@men... dzelenika@bmaente...  RE: lunch ()] @ o
0.3 2006-01-00 12:31:55 ogormanml.ctr@men... dzelenika@bmaente...  RE: hey O @ @
0.3 2006-01-09 12;38:59 ogormanml.cr@men... dzelenika@bmasnte...  RE: hey @] ® O
0.1 2006-01-10 10:40:38 ginnazell@aal.com dzelenika@bmasnte..,  Re: laptop Backup O ® @]
0.1 2006-01-10 11:50:12 ginnazell@acl.cam dzelenika@bmaente.. Re: laptop Backup o] ® ]
0.1 2006-01-09 15:56:45 ginnazell@aol.com dzelenika@bmaente.. Re: event color codes (@] ® Q
0.1 2006-01-10 11:27:28 ginnazell®danl.com dzelenika@bmaente...  Re: laptop Backup o ® [e]
-0.1  2006-01-09 14:31:45 ogormanml.ctr@men... dzelenika@bmaente...  RE: i am hack (@] @ O
-0.1  2006-01-10 07:39:00 ogormanml.ctr@mern, .. dzelenika@bmasnte...  Becky's Bday o ® o
-0.6  2006-01-10 04i55:11 b giveawaycentral.., dzelenika@bmaente...  Barnes & Noble®@ or Borders®. ., O @ @
-0.7  2006-01-10 12:15:51 wwang@abbyyusa.com dzelenika@bmasnte...  ABBYY Webinar at 1PM (EST) ... ] ® Q
-1.1  2006-01-08 14:20:17 ogormannl.cr@rmen... dzelenika@bmasnte...  RE: i am back (@] ® (@] x

These messages are sorted according to the score. They can also be sorted by the date
received, who it was sent from, or by the subject just by clicking on the desired column
heading.

The unconfirmed Non-spam messages are what Maia thinks is non spam. You will need
to go through these messages to confirm the diagnosis.

The messages are already listed as non spam, if you think Maia made a mistake you can
change the status of the message to spam. To confirm status select “confirm the status for
these items” for the change to take effect. This process will help train the filter system to
more accurately determine future messages as spam or not.
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Unconfirmed Non-spam ( 1 - 29 of 29 )

I Confirm the Status of these ftems |
Score Received From To Subject Cspam? (5 Nen-spam? O Delete
4.8 2006-01-11 D6:52:36 baounce-vufgkfegti.. dzelenika@bmaente Click Mow To Receive Your F _) ® O O
4.2 2006-01-11 10:02:33 b.giveawaycentral. dzelenika@bmaente Sams Club / Costeo - Offer (o] ® (o]
2.2 2006-01-10 20: sender-10-4290784. dzelenika@bmaente Your children's safety is t... O ® O
1.6 2006-01-10 03: owner-nolist-0601 dzelenika@bmaente Protect your company's priv 5] (0] (o]
1.0 2006-01-09 17:09:26 b.giveawaycentral. dzelenika@bmaente still using dial-up Interne @ ® O
0.4 2006-01-09 12:27:43 ogormanml.ctr@men... dzelenika@bmaente...  RE: lunch (o] ® [o]
0.3 2006-01-09 12:31:55 ogormanml.cr@men... dzelenika@bmaente...  RE: hey (o] ® O
0.3 2006-01-09 12:38:59 ogormanml.cr@men... dzelenika@bmaente...  RE: hey L.5] ® (o]
0.1 2006-01-10 10:40:38 ginnazell@aol.com dzelenika@bmaente..,  Re: laptop Backup @ ® @
0.1 2006-01-10 11:50:12 ginnazell@aol.com dzelenika@bmaente...  Re: lapton Backup [o] @ O
0.1 2006-01-09 16:56:45 ginnazell@aol.com dzelenika@bmaente..,  Re: avent color codes (o] ® O
0.1 2006-01-10 11:27:28 ginnazell@aol.com deelenka@bmaente...  Re: lapton Backup o] @ (]
-0.1  2006-01-09 14:31:43 ogormanml.ctr@men... dzelenka@bmaente...  RE: iam back o] @ O
-0.1  2006-01-10 07:39:00 ogormanml.ctr@mer dzelenika@bmaent Becky's Bday o] @ O
-0.6  2006-01-10 04:55:11 b.oiveawaycentral... dzelenika@bmaente...  Barnes & Noble® or Borders@... o] @ O
-0.7  2006-01-10 12:15:51 wwang@abbyyusa.com dzelenka@bmaente..  ABBYY Webinar at 1PM (EST)/... o] O] O
-1 2006-01-09 14:20:17 ogormanml.ctr@men. . dzelenika@bmaente..  RE:iam hack [0} [O] @ o
] http: v, sbaznet. com] B Internet

Suspected Spam items are non-legitimate email addresses.
Non-spam items are legitimate emails.
The delete option lets you remove the item without confirming or denying that it is spam.
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o] From To Subject Ospam? || GNon-spam? || ODelete

2006-01-11 06:52:36 bounce-vfakfegti... dzelenika@bmaente...  Click Now Ta Receive Your F... O @ o]
2006-01-11 10:02:33 b.giveawaycentral.., dzelenika@bmaente...  Sams Club / Costeo - Offer ... O @ o]
2006-01-10 20:14:54 sender-10-4290784.., dzelenika@bmaente...  Your children's safety is t.. O ® O
2006-01-10 03:28:21 owner-nolist-0601. dzelenika@bmaente...  Protect your company's priv... (o] ® [e]
2006-01-09 17:09:26 b.giveawaycentral.. dzelenika@bmaente...  Still using dial-up Interre.. O ® O
2008-01-00 12:27:43 oagormanml.ctr@men dzelenika®bmaente...  RE: lunch (5] ® [e]
2006-01-09 12:31:55 ogormanml.ctr@men... dzelenika®@bmaente..  RE: hey O ® (o]
2006-01-09 12:38:59 ogormanml.ctr@mern,., dzelenika@bmaente...  RE: hey [9] ® ]
2006-01-10 10:40:38 ginnazell@aol.cam dzelenika@bmaente...  Re: laptop Backup o @ o] L
2006-01-10 11:50:12 ginnazell@zol.cam dzelenika@bmasnte...  Re: laptop Backup O @ o]
2006-01-09 16:56:45 ginnazell@aol.cam dzelenika@bmaente...  Re: event color codes (o} ® (o}
2006-01-10 11:27:28 ginnazell@aal.com dzelenika@bmaente..  Re: laptop Backup (o] ® (o]
2006-01-09 14:31:43 ogarmanml.ctr@men dzelenika@bmaente...  RE: i am back O ® O
2008-01-10 07:39:00 agormanml.ctr@men... dzelenika®@bmaente..  Becky's Bday (] ® ©
2006-01-10 04:55:11 b.giveawaycentral... dzelenika®@bmaente..  Barnes & Noble® or Borders@... @ ® @
2006-01-10 12:15:51 wwano@abbyyusa.com dzelenika@bmaente...  ABBYY Webinar at 1PM (EST)/ ... [9] ® ]

2006-01-09 14:20:17  ogormanml.ctr@men... dzelenika®bmaente...  RE: iam back o} ® (9] =

10. At the Welcome screen after confirming the non — spam cache you can go ahead

and confirm your spam cache. These are a list of messages that were mistakenly
blocked.
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BMA Enterprises, w. SFA1 SpamControl Center
. Welcome

User: dzelenika
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Welcome to the SFA1 SpamControl Center!
Introducing a new way to fight SPAM - SFA1's SpamContral Center

Current protection level: Cache Contents
Custom You have 27 items in your non-spam cache.
Ooff Click here to help train the filker, or to report a spam message that was
missed,

OlLow [Ranort/(;\unﬂrm]

i ‘You have 9 items in yaur spam cache,
€ Mediun - Click here £ repart it, or ta rescue 2 message that was mistakenly blocked,
OHigh [Report/Rescue]
[ *Custom levels are in use: 3 wou have 0 items in your virus cache.
Use settings screen to manage, or choose 3 preset level 7 Click here to delete it, or to rescue a message that was mistakenly blocked.
above. [Delste/Rescus]

Change Level /\ ¥ou have 0 items in your banned-fils cache
Click here to delste it, or to rescus a message that was mistakenly blocked.

[Delete/Rescue]

You have 0 items in your had-header cache
Click here to delete it, or to rescue a message that was mistakenly blocked.

Delete all items

0 SPAM items have been blocked far you 0 viruses have been blocked for you
3925 Spam items blocked systemwide 90 Viruses blocked systemwice

[Delete/Rescue]

@ Internet

&

All the messages here will be listed as spam and can be sorted according to any of the
listed categories. If a message was blocked by mistake you will need to make the
necessary change and unblock the message by selecting any one of the following options.

Suspected Spam items are non-legitimate email addresses.
Non-spam items are legitimate emails.

The delete option lets you delete the item without confirming or denying that it is spam.

Select “Confirm the status of these items” for changes to take effect.
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Buspected Spam { 1 -9 0of9 )
Canfirm the Status of these ltems

Score Received From To Subject @ spam? (O Non-spam? () Delete
6.0  2006-01-09 17:12:41  b.giveawaycentral. 0-67... dzelenika@bmaente..  Chilis or OutBack Offer Can... ® (@] O
6.3 2006-01-09 22:06:35  sender-10-42907847-284.., dzelenika@bmaente..  Buddy, Look fashionable wit.., ® O @
6.6 2006-01-10 16:45:35  n.2780.1529979@drawmet... dzelenika@bmaente..  Introducing Effective Firmi... ® @ @)
6.9  2006-01-11 05:36:52  n.2816.1529979@drawmet... dzelenika@bmaente..  Enter to Win a Complimentar... ® @ @
7.4 2006-01-10 23:44:52  b.giveawaycentral.0-67... dzelenika@bmaente.. P53 - Offer Confirmation #6.., ® o O
7.6  2006-01-09 14:47:04  b.giveawaycentral 0-67... dzelenika@bmaente...  Get Dove Lations Now! ® O @
7.7  2006-01-1105:03:18  b.giveawaycentral 0-67... dzelenika@bmasnte...  Dell- Delivery OfferConfirm (0] (0] (o]
83  2006-01-09 17:23:28  b.topshelfweb.0-67c81a dzelenika@bmasnte...  Money Deposited Tomorrow In. @ @ @
11.7  2006-01-1100:20:16  b.topshelfweb. 0-67deed... dzelenika@bmaente... Discover the Answer to Youn (0] (0] *

[Return to welcome Page]

11. By now you should have an understanding of how to change status of messages.
We’ll go ahead and describe some of the other cache features.

Virus/Malware items (if any) are listed after any spam items. This list is sorted by date,
and includes the name of the virus(es) that were found in the mail, along with the sender's
(supposed) e-mail address and the subject line. The mail viewer is safe to use if you want to
look at the text portion of the e-mail, since it will only decode text and HTML elements, not
binary attachments. There is a non-spam option in case you really, really want the virus-
infected mail sent to your computer (presumably for special processing of some sort).
Obviously use the non-spam option with great caution, or not at all. Generally all you should
be doing with these virus items is clicking the “Confirm the status of these items button at
the bottom of the page.
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User: dzelenika
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Welcome to the SFA1 SpamControl Center!

Introducing a new way to fight SPAM - SFA1's SpamControl Center

Current protection level: Cache Contents
Custom ‘fou have 27 items in your non-spam cache
Ooff Click here to help train the fifter, or t report a spam message that was
O Lo [Report/Canfirmmissed.
O madium <} ‘rou have 9 items in yaur spam cache,
Click here to repart it, o ta rescue a message that was mistakenly blocked,
O High [Report/Rescue]

[**Custom levels ars in uze: J

Use cettings screen to manage, ar choose a pr TErTET X

above. [Delete/Rescue]
A

Change Level

‘fou have 0 items in your virus cache,
Click here to delets it, or to rescus a message that was mistakenly blocked.

You have 0 items in your banned-file cache.
Click here to delsts it, o to rescue a message that was mistakenly blocked.

[Delete/Rescue]

You have O items in your bad-header cache.
Click here to delete it, or to rescue a message that was mistakenly blocked.

Delete all iterns

0 SPAM items have been blocked for you 0 Wiruses have been blocked for you
3933 Spam items blocked systemwide 91 Viruses blocked systemwide

[Delete/Rescue]

€l © Internet

Banned File Attachments (if any) are listed after any virus items. This list is sorted by
date, and includes the names of the file attachments that were found in the mail, along with
the sender's (supposed) e-mail address and the subject line. You can use the mail viewer by
clicking on the subject line of the mail, if you want to check out the contents of the mail
itself, and you can use the non spam option to have the item redelivered if you wish. The
Confirm the Status of these Items button at the bottom will clear the list for you, and
rescue all of the items you requested.
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Welcome to the SFA1 SpamControl Center!

Irtraducing a nes way to fight SPAM - SFA1's SpamControl Certer

Current protection level: Cache Contents
Custom ¢ ‘fou have 27 items in your non-spam cache,
O off Click here to help train the filter, or to repart a spam message that was
OLow [REpDrt,/‘g\Dnﬁrm]n’\\SSEd
. ‘fou have 9 items in your spam cache
O madium vg  EHIEEE TR o128 RIS, o EeeEE e e iy e
O High [Report/Rescue]
[ “Custom levels are in use: ~ *fou have 0 items in your virus cache
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Invalid Mail Headers (if any) are listed after any banned file attachments. This list is
sorted by date, and simply lists the sender's (supposed) e-mail address and subject line. You
can use the mail viewer by clicking on the subject line of the mail, if you want to check out
the contents of the mail itself, and you can use the non-spam option to have the item
redelivered if you wish. The Confirm the Status of these Items button at the bottom will
clear the list for you, and rescue all of the items you requested.
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As a footnote, when you "confirm spam", you're not just deleting the mail, you're effectively
helping to prevent others from receiving that spam in the future. The confirmed spam items
are studied by Maia's learning engines, and then passed along to other spam-filtering
networks on the Internet. Similarly, when you use the non-spam option to rescue an item
from your spam quarantine, you're helping the learning engine recognize what legitimate
mail looks like, so that it's less likely to make the same mistake in the future.

You'll want to check your quarantine area regularly to make sure you haven't missed any
important mail, and of course to clear out the items that have accumulated since the last
time you checked in. Items that go unconfirmed for 30 days are automatically
deleted, and cannot be submitted to the learning engines, so please try to keep your
quarantine area up-to-date.

If you don't have time to confirm the items in your quarantine area, or there are simply too
many of them to bother with (e.g. you just got back from a two-week vacation and there are
thousands of items waiting to be confirmed, etc.), you can use the Delete ALL
Quarantined Items button to delete all the items in the quarantine area without reporting
them. Obviously this isn't very helpful to Maia's learning process, but it's better to just delete
items than to "confirm" items blindly and have Maia learn the wrong things.
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